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ABSTRACT

Security incidents using vulnerabilities in cloud services occur, but it is difficult to collect and analyze traces of incidents in
cloud environments with complex and diverse service models. As a result, the importance of cloud forensics research has
emerged, and infringement response scenarios must be designed from the perspective of cloud service users (CSUs) and
cloud service providers (CSPs) based on representative security threat cases in the public cloud service model. This
simulated hacking-based proactive cloud infringement response framework can be used to respond to the cloud service
critical resource attack process from the viewpoint of vulnerability detection before cyberattacks occur on the cloud, and can
also be expected for data acquisition. Therefore, in this paper, we propose a framework for preventive cloud infringement based
on simulated hacking by analyzing and utilizing Cloudfox, a cloud penetration test tool.
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Fig. 1. Pentesting-based Proactive cloud Infringement Incident Response Framework overview
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hynn@ubuntu:~/cloudfox_pj/env/AWSBucketDump$ cd cloudfox.s3.amazonaws.com/
hynn@ubuntu:~/cloudfox_pj/env/AWSBucketDump/cloudfox. s3.anazonaws. con$ s

credentials. txt

hynn@ubuntu:~/cloudfox_pj/env/AWSBucketDump/cloudfox. s3.anazonaws. con$ cat credentials.txt
admin: cloudfoxprojectl

password: cloudfox123456789hynnGubuntu:~/cloudfox_pj/env/AWSBucketDump/cloudfox.s3.anazona

Fig. 4. Internal output of credentials.txt file
present on cloudfox.s3.amazons.com
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ubuntus . /cloudfox az storage --tenant es——————————
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Subscription I Storage Account Name | Container Name | Access Status ‘

eaSac2{ 1 | es1i8g azurecloudfoxtdst | public ‘

[storage] [tenant-e25030 ) Output written to [cloudfox-output/azure/ten:
78b-9__)/table/storage. txt]

[S'W ?ﬂ?"t(’ ant-e25038

csv/storage.csv]

[: ar eq?]lt enant-e25030
€-478b-911/loot/public-blob-urls. txt]
ubuntu’ cat cloudfox-output/azure/tenants/ /oot /public-blob-url:
https://es1MC——1.blob.core.windows .net/azurecloudfoxt3st/credentials. txt

ubuntu’s curl https://cs1I—1.blob.core.windows.net/azurecloudfoxt3st/credentials. txt

1 Output written to [cloudfox-output/azure/teni

] Loot file written to [cloudfox-output/azure/

admin: cloudfox_azuretist
password: az0987654321F

Fig. 5. Internal output of credentials.txt file
present on azurecloudfoxt3st Container
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